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Fake Antivirus Malware

Fake antivirus malware reports non-existent threats in order to
scare the user into installing malicious software and/or paying for
cleanup.

unnecessary product registration and

Fake antivirus malware is commonly known as scareware.
Typically it is installed through malicious websites and takes the
form of fake online scans. Frequently they also attempt to
poison the results of popular search engines so that users access
the malicious distribution sites when conducting a search.

ANTIVIRUS

Fake antivirus malware is financially motivated and is a big earner
for cybereriminals. The large profits provide significant resources
for investment into creation and distribution of fake antivirus.
Hacking gangs are very good at rapidly producing professional-
looking bogus websites that pose as legitimate security vendors.

VoLl get whar you pay far

An antivirus program that installs itself then proceeds to “secan”
the PC without user intervention is unlikely to be real.

@ Antivirus software today tries hard not to bother users.

@ If you are constantly reminded that you have to activate the
product, it’s probably fake.

@ It asks for payment in order to "clean” the system.

7 Using up-to-date, legitimate antivirus or endpoint security software
7 User Awareness.

7 Avoid clicking on suspicious links or accessing malicious websites.
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